Installation Procedures
and Checklist




Installation Procedures for the

Scrutineering Application

Introduction

To obtain a full working system (complete with Android Tablets) there needs to be several
components installed. The installer may need to refer to documentation specific to the version
of Microsoft Access to be installed. However, the install procedure can be summarized into 3
distinct sections.

1. Installation of Microsoft Access, including Microsoft security settings,

2. Installation of a Web Server, including htdoc files, and
3. Installation of Android .apk for the Adjudicator Devices.

Installation Checklist

The following checklist is a summary of the steps required to set up the Scrutineering
Environment.

Use this checklist to ensure that all steps are taken in the order shown.

Installation of Microsoft Access,

Microsoft Access Macro Security and Trusted Location settings,
Install of XAMPP as Administrator,

Set Http Web Server as a service,

Allowing your http service through your firewall,

Install Intranet (web Server) Files,

Set C:\dancescore folder as a Junction,

Configure your Network Adapter to a Static Address, and
Installation of the apk file onto the Adjudicator Devices.

CreNORAON=

The Following pages provide a step-by-step procedure for each of the checklist items.

Once the full installation is completed, you can move to the next chapter of Configuration and
Testing the Scrutineering Environment.
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Install Microsoft Access

Install of the MS Access application either direct from Office 365 or from a third party supplier
of the MS Access program. Any version MS Access form 2007 will be compatible.

MS Access can be part of the MS Office suite of applications ... Word, Excel, PowerPoint, etc.,
or you may choose to install a standalone version of MS Access, or the MS Access Runtime.exe.
Once MS Access is installed on your computer you will be able to run the WDSF Scrutineering
Application.

To ensure that Tablets find the required data when operating it is essential to run the
Scrutineering Application from a fixed position within your PC. Create a folder directly on the C:
Drive called dancescore (note this is in lowercase and full path will be a: c:\dancescore).

The application.zip file can be downloaded from the Scrutineer login on the WDSF site. Once
downloaded extract WDSF Scrutiny Application and copy to the file into the c:\dancescore
folder.

NOTE: The download will contain two (2) ‘.mde’ files, one a 32bit the other a 64bit. It is
recommended that the 64bit version is used however the 32bit is supplied for legacy
installations.

The ‘.mde’ files are blank with no data installed. It is highly recommended that you take the time
to work through the Quick Start Tutorial before proceeding.

Microsoft Security Settings

As with all other Microsoft programs, Access has multiple levels of security. This is to stop
hackers, (people with way too much time on their hands), from writing malicious code that
could infect your computer and damage your data. However, if you are only using your
Microsoft Access for running Scrutineering, which most of us are, you can turn down the Macro
Security level and stop those annoying and sometimes confusing security messages.

The MS Access FILE menu is where you will find
the Security Settings. PO

Click the ‘Options’ menu item —B‘

Blank database

Search for online templates

Suggested searches:  Database  Business U]

STARTER EDITION TEMPLATE DEVE|

Feedback r

Options h ﬂ
NORTHWIND
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The Access Options will open and the setting we are looking for is located in the ‘Trust Center’
menu item.

Click the ‘Trust Center’ menu item.
®

General F General options for working with Access.
Current Database

Datasheet User Interface options

Object Designers Enable Live Preview
Proofing LI Show feature descriptions in ScreenTips =
lerasme Show shortcut keys in ScreenTips
Client Settings Creating databases
Customize Ribbon Default file format for Blank Database: Y= el0 i) [
Quick Access Toolbar Default database folder:
N MNew database sort order:
Add-ins
. s Eae Personalize your copy of Microsoft Office

User names Dallas Williams
Initials DW
B Always use these values regardless of sign in to Office.

Office Background: it L
Office Theme: Dark Gray -

Now click the ‘Trust Center Settings’

Access Options

General
e Help keep your documents safe and your compiiter secure and healt
Current Database
Datasheet Security & more
s g Visit Office.com to learn more about protecting your privacy and security.
Proofing
Language
. Microsoft Access Trust Center
Client Settings
— The Trust Center contains security and privacy settings. The:e settings help keep your e
Customize Ribbon computer secure. We recommend that you do not change these settings, [ Trust Center Settings.
Quick Access Toolbar
Add-ins
Trust Center
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These settings are intentionally buried deep in the Options menu so that accidental changes to
security cannot be made.

The two settings we want to change are the Macro and Trusted Location Settings.

Click the Macro Settings menu item.

Trust Center

Trusted Publishers Message Bar Settings for all Office Applications

Trusted Locations
Showing the Message Bar
Mgz edinriie O Show the Message Bar in all applications when active content, such as ActiveX controls and macros, has been
Trusted Add-in Catalogs blocked
- ® Never show information about blocked content
Add-ins
ActiveX Settings Pokicy Tips

Macro Settings Show Policy Tip in the Message Bar. Turning this off will disable all Policy Tips unless your organization requires it.

Privacy Options

Form-based Sign-in

B Enable Trust Center logging

® Selectthe ‘Enable all macros’ setting.
Macro Settings

@ Disable all macros without notification

® Disable all macros with notification

® Disable all macros except digitally signed macros

) Enable all macros (not recommended; potentially dangerous code can run)

NOTE: It says, ‘not recommended’, this is to warn people who don’t know what they are doing.
It is assumed that as a Scrutineer you are computer literate and certainly do know what you are
doing.
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Access 2007 and above use ‘Trusted Locations’. These are directories on your hard drive or
network that Microsoft Access will consider safe and run any programs from that location.

Click on the ‘Trusted Locations’
menu item, &

Trust Center

Trusted Publishers

@ | Tusted Locations

Trusted Documents

Trusted Locations

From here we will add a

Warning: Al these locatians are treated as trusted sources for apening files. IF you change or add a location, make
sure that the new location is secure.

new location. @ Trusted Add-in Catalogs Path ipti Date
AN User Locations
C:\Users\dalla\OneDrive\Deskiop\ 18/05/2023 12.07 PM
ActiveX Settings
C:\Pragram Files\Microsoft Office\Roof\Offi  Access default location: Wizard Databases
Macro Settings
Message Bar Policy Locations

Privacy Options

Form-based Sign-in

Path: C\Users\dalla\OneDrive\Desktop\
Description:

Date Modified: 18/05/2023 1207 PM
Sub Folders:  Allowed

B Allow Trusted Locations on my network (not recommended)

B Disable all Trusted Locations

[ oc |

C:\dancescore will be added as a Trusted Location.

Microsoft Office Trusted Location ? X

Warning: This location will be treated as a trusted source for opening files. If
you change or add a location, make sure that the new location is secure.
Path:

C:\dancescore]

Browse...

D Subfolders of this location are also trusted
Description:

Date and Time Created: 3/06/2024 12:55 PM

Click ‘OK’ to save, then click OK, and OK again to exit the Options menu entirely.
You have now configured the security setting.

Note: Access Runtime does not have the same security settings as the full versions of Access.
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Install the Web Server

After installing and running the WDSF Access .mde file in the c:\dancescore folder you will see
that the program creates a number of folders which are used for data exchange with the
Adjudicator devices and intranet. For data to get from your PC to the Adjudicator devices it is
necessary to install a web server.

An Apache web server is used to interface between the Tablets and the scrutineering PC.

Apache is the world’s most used web server software and was developed in the early 1990s. It
has evolved into the most stable http platform which is why we will use it for our http interface.
This software is distributed for free and if you want any more information visit the apache.org
website.

To make this installation easy we are going to use a package called XAMPP which bundles up all
the things we need into one neat, easy to install bundle. This package will install for us the

Apache server with both PHP and MySQL. If you want more specific information about XAMPP
then visit the apachefriends.org website.

https://www.apachefriends.org/index.html

Apache Friends Download Hosting Community  About Search EN

XAMPP Apache + MariaDB + PHP + Perl

What is XAMPP?

XAMPP is the most popular PHP development
environment

XAMPP is a completely free, easy to install Apache distribution
containing MariaDB, PHP, and Perl. The XAMPP open source
package has been set up to be incredibly easy to install and to
use

XAMPP

23 XAMPP for Windows A XAMPP for Linux o XAMPP for 0S X
8.2.12 (PHP 8.2.12) 8.2.12 (PHP 8.2.12) 8.24 (PHP 8.2.4)

Download

Click here for other versions

Download the recommended install package and save it somewhere on your PC, the Desktop
will do as itis not required after installation and can be deleted.

It should look like this.
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NOTE: You should only be doing an installation a PC where you have Administrator Rights.

RIGHT CLICK on the downloaded installation file and select “Run as Administrator” to start the
install. The usual windows caution will pop up warning that you are about to change your

system files, click OK to proceed.

We don’t want to install everything on offer so read the screens carefully....

Click OK to continue.

Click Next to continue.

The Setup Wizard begins ......

The first thing is to select the
Components of the web server
we want installed.

Itis recommended that you unselect
FileZilla, Mercury, Tomcat, Pearl and
Fake Sendmail. These components
you will not use in the operation of
the Scrutineering process.

NOTE: If you are using XAMPP for

other purposes as well as Scrutineering
such as for WordPress, Joomla, Drupal,
etc., feel free to install

other components.

The full installation of all components
will not affect the operation of the
Scrutineering process.

The ones that have been removed

are simply not required.

Click Next.
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& Warning

Important! Because an activated User Account Control (UAC)

on your system some functions of XAMPP are possibly
restricted, With UAC please avoid to install XAMPP to

C\Program Files {missing write permisssions). Or deactivate

UAC with msconfig after this setup.

@ Setup

Setup - XAMPP

Welcome to the XAMPP Setup Wizard,

< Back

Cancel

Select Components

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

I

MySQL

{1 FileZilla FTP Server
{1 Mercury Mail Server
L {1 Torncat

#  Click on a component to get a detailed

descripticn

] Perl

phpMyAdmin
(I VY Y T W

< Back Mext =

Cancel
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The folder that will be used is the

C:\xampp folder. Keep things
simple, do not change this.

Click Next.

Select your language.
Click Next.

The Setup package is now ready to install.

Click Next to start the installation.

17 October, 2024

& Setup

Installation folder

Pleasze, choose a folder to install XAMPP

Select a folder

< Back Mext =

S

Cancel

& Setup

Language

KAMPP Control Panel for Windows supports different languages.

Language | English

< Back

Cancel

) Setup

containing MySQL, PHP and Perl

Installing
Unpacking files

< Back

Welcome to XAMPP! m

HKAMPP is an easy to install Apache distribution

Cancel
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Your WEB SERVER (The XAMPP software) is now installed!

Un-check the “Do you want to start the Control Panel now?”

-

YES WE WILL! but we will do this using
Administrator Rights.@————— Completing the XAMPP Setup Wizard

w Setup has finished installing XAMPP on your computer,

v @[] Doyouwant to start the Control Panel now?

View the files and folders that have been
created by the install package.

Open C:\xampp

< Back Finish Cancel

Installing Apache and MySQL as a Windows Service (Highly Recommended)

Running the web server as a Service will improve the efficiency of your setup, however itis not a
requirement.

As a Service the web server will automatically boot with Windows. It has an extremely small
overhead and consumes minimal resources.

You could choose to start the web server via the XAMPP Control Panel when required, however
this is easy to forget and may require configuration of your firewall depending on your Windows
Security setting.

Within the C:\xampp folder you will see a list of directories created and associated files.

To set the Apache server to run as a Windows Service we need to run the xampp-control.exe

file as Administrator.

NOTE: You must be run the xampp-control.exe file in the Administrator mode else you will not
be able to establish the Windows Service.
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Locate the file xampp-control.exe at the bottom of the file list and Right-Click, this will open the

Windows Context Menu where you will select “Run as Administrator”.

The XAMPP Control Panel allows for the control of the http environment.

. readme_de.txt
. readme_en.bet
KB =ervice.exe

= setup_xampp.bat
B test php.bat

. uninstall.dat

B uninstall.exe

xampp_shell.bat
xampp_start.exe

xampp_stop.exe

xampp-control.exe

xampp-control.ini

Text D
Text D
Applig
Windg
Windg
DATF
Applig
Winds
Applig
Applig
Applig

Confi

5539 PM [main]
5541 PM [main]
5541 PM [main]

1
1
1
15541 PM [main]
1:55:41 PM [main]
15541 PM [main]
1:55:41 PM [main]
15541 PM [main]

B KAMPP Control Panel v3.3.0 [ Compiled: Apr 6th 2021 ]

l."j':l XAMPP Control Panel v3.3.0
‘Modules
Service  Module PID{s) Port{s) Actions
o b4 Apache Start
QX MySQaL Start
FileZilla Start
Mercury Start
Tomcat Start

Checking for prerequisites

All prerequisites found
Initializing Modules

The FileZilla module is disabled
The Mercury module is disabled
The Tomcat module is disabled
Starting Check-Timer

Control Panel Ready

Config
Config

O >

e Netstat
B shel

Explorer

B Services
&) Help

| Quit

©® To set Apache as a service click on the Apache service icon and follow the prompt.

If you want to set your MySQL as a service (optional for Scrutineering) click on the MySQL
service icon and follow the prompt.

Once installed as a service the ‘X’ icons will change to a green ‘tick’. Be award that you can only
see these icons if you are running the XAMPP Control Panel in the Administrator mode.
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To start Apache and MySQL without restarting your PC, simply click the ‘Start’ buttons, these
will change to ‘Stop’ buttons once started.

KAMPP Control Panel v3.3.0 [ Cowgpiled: &pr 6th 2021 ] O x
IH XAMPP Control Panel v3.3.0 " Canfig
Modules :
Service Module  PID(s) Actions @ Netstat
o Apache 11420 80, 443 Stop Admin Config Logs Bl Shel
o MySQaL 11960 3306 Admin Config Logs | Explorer
FileZilla Start Admin Config Logs E'J Services
Mercury Start Admin Config Logs & Help
Tomcat Start Admin Config Logs |_-|. Quit
1-56:41 PM [main)] The FileZilla module is disabled ~
1:55:41 PM [main] The Mercury module is disabled
1:55:41 PM [main] The Tomcat module is disabled
1:55:41 PM [main] Starting Check-Timer
1:55:41 PM [main] Control Panel Ready
22547 PM [Apache]  Installing semvice. ..
22547 PM [Apache] Successfull
222549 PM [mysql] Installing service. ..
2:25:50 PM [mysql] Successfull
2:26:16 PM [Apache] Attempting to start Apache sernvice. ..
2:26:16 FM [Apache]  Status change detected: running
2:26:20 PM [mysql] Attempting to start MySQL service
2:26:20 PM [mysql] Status change detected: running
W
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Testing XAMPP

Before adding the Scrutineering files and configuring the XAMPP web server it is a good idea to
test the installation to make sure everything is working as it should.

Open a browser and type ‘localhost’ into the URL bar (NOT the Search Bar) and you should see
an XAMPP Splash Screen.

B < (& start X 4 v
< 2> O @ PONN o calhost

Localhost is your PC’s local web server root folder. It can also be accessed with the IP address
127.0.0.1

B < [ localhost - Bing X + v

&~ > O m O 127.0.0.1

Below is the index file (or one similar) that should open with the localhost or 127.0.0.1
If you are seeing this page, then you web server is working!

Apache Friends FAQs HOW-TO Guides PHPInfo phpMyAdmin

XAMPP Apache + MariaDB + PHP + Perl

Welcome to XAMPP for Windows 8.2.12

You have successfully installed XAMPP on this system! Now you can start using Apache, MariaDB, PHP and other components. You can
find more info in the FAQs section or check the HOW-TO Guides for getting started with PHP applications.

XAMPP is meant only for development purposes. It has certain configuration settings that make it easy to develop locally but that are
insecure if you want to have your installation accessible to others.

Start the XAMPP Control Panel to check the server status.

Community

XAMPP has been around for more than 10 years — there is a huge community behind it. You can get involved by joining our Forums,
liking us on Facebook, or following our exploits on Twitter.
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Create a New Firewall Rule

Firewalls are there to protect us from on-line threats which are unfortunately commonplace in
today’s internet environment. However, sometimes Firewalls can work against us when working
in a closed environment such as our WDSF Intranet.

Whilst it is possible to simply turn off your Firewall, this is not best practice. Instead, we will
simply create a Firewall Rule that will allow the http service to conduct its business
unrestricted.

Search on your pc for the word Firewall and then proceed to open the Firewall & network
protection link.

Firewall & network protection

System settings

Click on the ‘Allow an App through Firewall’ link.

Windows Security

) Firewall & network protection

Who and what can access your networks.

Home

Virus & threat protection El.

Account protection Firewall is on.

Firewall & network protection
o (active)

Firewall is on.

App & browser control

Device security

Device performance & health )

(active)

Family options Firewall is on.
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Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? GChange settings
Allowed apps and features: \
Name Private  Public *

3D Viewer

Adebe Notification Client
[l AirDroid Cast

O AirDroid Cast

Allloyn Router

Apache HTTP Server

[ App Installer

ArcSoft TotalMedia 3.5

Wl Bonjour Service

Wl Bonjour Service

Captive Portal Flow

Cast to Device functionality

REOODODREEDORBR
RERRHEREREORDORR

Details... Remove

Allow another app...

To allow an Application
to transverse the Firewall.

p Click ‘Change Settings’
Then click the ‘Allow

another App’ button at
/ the bottom of the screen.

Add an app >

Select the app you want to add, or dick Browse to find one that is not
listed, and then didk OK.

Apps:

LN

Path: | | Browse..,

What are the risks of unblocking an app?

¥ou can choose which network types to add this app to.

Metwork types... Add Cancel
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Application.

Click the Browse button.
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In the browse screen navigate to:

-
Browse

C:\xampp\apache\bin

« v 1 l This PC Windows (C:) xampp apache

Select the file: httpd.exe v
O

&= New Volume (H:) Name : Date modified

= curl.

H htcacheclean.exe

»
»
»
»
»
»
»
»

11 Ay
18/10/2023 11:06 PM Application

Application

File name: | httpd

Add an app x
Select the app you want to add, or didk Browse to find one that is not
listed, and then dick QK.
Once selected click the
‘Add’ button. @ Apps:
\.ﬁ.pache HTTF Server
Path: C:'\wamppapachebinthtipd. e Browse. ..
What are the risks of unblocking an app?
You can choose which netwark types to add|this app to.
Metwark types... o Add Cancel
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Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

Mame

30 Viewer

[+ Adobe Motification Client
[#] AirDroid Cast

[ AirDroid Cast

[v] Alllovn Router

\-_;'Change settings

Private  Public *

Apache HTTP Server

¥l App Installer

[#] ArcSoft TotalMedia 3.5
Bonjour Service

Bonjour Service

Captive Portal Flow

Cast to Device functionality

REOOOREEORAA
RENENEEEDRDORXMR

Details... Remove

Allow another app...

Now that the Application is added to the list, navigate to the Apache HTTP Server and make sure
thatitis selected and that the Private and Public permissions are also ticked.

You have successfully added a new Firewall Rule!
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Your installation so far has created a Web Server that can now be used to access the data
created by the Scrutineering Application. Obviously the most important thing is to
communicate with the Adjudicator devices but there are other uses for our private Web
Serer/Intranet.

* Adisplay for the MC & DJ that shows ‘live’ data about each Round.

* Adisplay for the current ltem Number.

* Aninterface for the Chairperson which shows the Adjudicator login status.
* APKlink, for the installation and update of the Adjudicator devices.

Download the htdocs.zip file and the apk.zip file, extract the contents of both files. The
contents of this zip file will be copied to the C:\xampp\htdocs folder.

File tree will be as follows:

C:\xampp\htdocs \API ... WDSF APl communication files
\apk ...the current ds.apifile for Adjudicator App installation
\core ... base communication files for the Adjudicator App
\ds ... extrafunctionality
\wdsf ... extra functionality

NOTE: The folders \wdsf & \API are only required for installations that are processing WDSF
competitions.

These files provide the ‘back end’ of our web environment and no other installation is required
apart from copying the files into the htdocs folder.

To test that you have the files copied correctly open a browser and type in localhost in the same
way that we tested the XAMPP installation.

Your browser screen should look something like this depending on the ‘BRANDING’ of version
installed.

DonceScore LIVE

Competition Name

Competition Date

MC & DJ Display Chairperson

Item Number Display Checkin

Android APK

Version 8-1-2

NOTE: The Version Number is located at the bottom of the screen.
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To access the C:\dancescore folder from within the XAMPP server environment we create a
‘Junction’.

Use you file explorer to navigate to C:\xampp\htdocs, here you will find two files that were
copied to the htdocs folder when you installed the Web Server/Intranet files (previous step):

1. junction.exe
2. junction_make.bat

Double click the junction.exe file to run, select the ‘l agree’ and close the file.

Now double click the ‘junction_make.bat’ file to create the Junction with the folder
C:\dancescore.

There should now be a Folder Icon called ‘dancescore’ with a small arrow like the image below
in your htdocs folder.

3/06/2024 3:26 PM  File folder
ﬂ dancescore 3/06/2024 3:48 PM File folder

l dashboard 3/06/2024 3:26 PM  File folder

Status
For our Web Server to function correctly Nwork:diatus
we require a STATIC IP ADDRESS that
B—E—9

Network & Internet

devices can reference in order to send

and receive data. - Pt rewr
%1 Ethernet You're connected to the Internet
If you have a limited data plan, you can make this network a
Au Oth era d d ressm ay be set V| a th e 2 Dial-up metered connection or change other properties.
DHCP service, of course you might VPN ] Hnemer, 58.69.GB
require other static address if you are Propee Dataesae

operating network printers and terminals. o a2
From the
The default server IP Address we use Propertes Dataisage
is192.168.1.254
et e o

Search ‘network’ on your PC and select ‘Ne| Advanced network settings

g Change adapter options

Select ‘Change adapter options’.

A Network troubleshooter
Diagnos netw
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: , FEthernet U Ethernet Properties =
== Network
W2 Realtek PCle GBE Farnily Controller Networking  Sharing
Connect using:
I? Realtek PCle GBE Family Controller
nght-ClIF:k on your Ethernet
Connection and select the ‘Status’ , ) .
. This connection uses the following tems:
of that connection. :
aClient for Microsoft Metworks ~
’:]? File and Printer Sharing for Microsoft Metworls
TH Npcap Packet Driver (NPCAP)
005 Packet Scheduler
._'r‘ 4 Intemet Protocol Version 4 (TCP/IPv4)
Click on the TCP/IP 4 item to open O i M?cmsnﬂ Metwork Adapter _Muﬂiplamr Protacol
that property. . Microscft LLOP Protocaol Driver W
£ >
Install.... Lininstall Properties
Description
Allows your computer to access resources on a Microsoft
network .
QK Cancel
Internet Protocel Version 4 (TCP/IPvd) Properties ot
Click the selector that says
N , General
‘Use the following IP address’.
You can get IP settings assigned automatically if your network suppaorts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
Enter 192.168.1.254 i) Obtain an IF address automatically
Subnet 255.255.255.0 {®) Use the following IP address:
. IP address: | 192.168. 1 .254 |
Gateway will depend on your router.
DNS is not required under normal Subnet mask: | 255.255.255. 0 |
operation. Default gateway: . ]
Obtain DMS server address automatically
(®) Use the following DNS server addresses:
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Installation of Adjudicator Devices

Adjudicator devices are required to be Android and the apk file that will be installed has already
been copied to your web server and lives in the htdocs folder. We are going to ‘side load’ the
application.

If you have never installed an apk file before there are a couple of things you need to know
about Android security, and it very much depends on the version of Android you have.
Essentially you must give explicit permission to the operating system.

Find the Android Setting on your Tablet, open the ‘Security Settings’ (it may be under Lock
screen and security) turn on the Unknown Sources. This will allow the file to install.

The full file path is C:\xampp\htdocs\apk\ds.apk ... although you are not required to remember
this. Simply just open a browser on your Adjudicator Tablet device and go to the server URL
http://192.168.1.254

This is exactly the same screen that we saw in the Localhost test but as we are coming form
outside the Host, we are using the Host’s IP Address. | suggest you bookmark this address
because it will make updates to the Adjudicator Tablets easy.

world
. MC & DJ Display
federation ... = = =
Competitor Checkin

Timetable ‘DispLa’Y Screen

Chairperson \

Android APK

WDSF API

Version 8-1-Xc

Click the yellow ‘Android APK’ button at the bottom of the screen this will start a download from
the server to the Tablet.

Depending on the version of Android you may receive several security warnings asking if you
want to proceed with the install. This is normal.

Once installed we are ready to move to the next chapter: Configuration and Testing.
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